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Phase I - GoalsPhase I - Goals

■■ Demonstrate the feasibility of the BCADemonstrate the feasibility of the BCA
conceptconcept
–– Implement a bridged PKI containing bothImplement a bridged PKI containing both

hierarchical and mesh PKIs, based onhierarchical and mesh PKIs, based on
existing or slightly modified CA productsexisting or slightly modified CA products

–– Demonstrate the ability of messagingDemonstrate the ability of messaging
clients to successfully exchange andclients to successfully exchange and
process digitally signed traffic using theprocess digitally signed traffic using the
Bridge CABridge CA



Phase I - GoalsPhase I - Goals

■■ Demonstrate the Border Directory conceptDemonstrate the Border Directory concept
■■ Develop reference implementation softwareDevelop reference implementation software

–– certificate path developmentcertificate path development
–– processing certificate path processingprocessing certificate path processing
–– Make this software freely available to accelerateMake this software freely available to accelerate

application developmentsapplication developments
–– Demonstrate the use of this software viaDemonstrate the use of this software via

integration into e-mail clients implementingintegration into e-mail clients implementing
S/MIME V3 clientsS/MIME V3 clients



Phase I - ImplementationPhase I - Implementation

■■ Approximately ten month effortApproximately ten month effort
–– March - December 1999March - December 1999
–– Formal presentations started January 2000Formal presentations started January 2000

■■ Nine Vendors worked as one teamNine Vendors worked as one team
–– Three CA vendorsThree CA vendors
–– Two Systems Engineering/Tech Support vendorsTwo Systems Engineering/Tech Support vendors
–– Two software development vendorsTwo software development vendors
–– One directory vendorOne directory vendor
–– One messaging application vendorOne messaging application vendor



Phase I - Systems EngineeringPhase I - Systems Engineering

■■ A&N AssociatesA&N Associates
–– Project Planning and ManagementProject Planning and Management
–– Overall Systems EngineeringOverall Systems Engineering
–– Technical Interoperability Profile DevelopmentTechnical Interoperability Profile Development
–– Scenario DevelopmentScenario Development
–– Final Report DevelopmentFinal Report Development

■■ Booz-Allen and HamiltonBooz-Allen and Hamilton
–– Certificate and CRL DevelopmentCertificate and CRL Development



Phase I - Infrastructure ComponentsPhase I - Infrastructure Components

■■ MotorolaMotorola
–– Modified NSM/MISSI Certification Authority WorkstationModified NSM/MISSI Certification Authority Workstation

■■ SPYRUSSPYRUS
–– SS22CACA
–– Provided SPYRUS Cards (Cryptographic Engine, Token)Provided SPYRUS Cards (Cryptographic Engine, Token)

■■ Entrust TechnologiesEntrust Technologies
–– Four CA mesh PKIFour CA mesh PKI
–– Four associated directory system agentsFour associated directory system agents
–– Entrust PKI toolkitEntrust PKI toolkit

■■ Chromatix (Entegrity)Chromatix (Entegrity)
–– Directory System AgentsDirectory System Agents
–– Directory expertiseDirectory expertise



Phase I - Software DevelopmentPhase I - Software Development

■■ J.G. Van Dyke and AssociatesJ.G. Van Dyke and Associates
–– Developed Certificate Management Library (CML)Developed Certificate Management Library (CML)
–– Developed S/MIME Freeware Library (SFL)Developed S/MIME Freeware Library (SFL)
–– Tested/Integrated demonstration in laboratoryTested/Integrated demonstration in laboratory
–– Provided demonstration facilitiesProvided demonstration facilities

■■ CygnaCom SolutionsCygnaCom Solutions
–– Developed Certificate Path Development Library (CPDL)Developed Certificate Path Development Library (CPDL)
–– Integrated CPDL, CML, SFL into Eudora ClientIntegrated CPDL, CML, SFL into Eudora Client
–– Integrated Entrust Toolkit into Eudora Client (on behalf of Entrust)Integrated Entrust Toolkit into Eudora Client (on behalf of Entrust)
–– Tested/Integrated demonstration in laboratoryTested/Integrated demonstration in laboratory
–– Provided demonstration facilitiesProvided demonstration facilities



Phase I - Client DevelopmentPhase I - Client Development

■■ RaytheonRaytheon
–– Developed BCA enabled S/MIME E-Mail ClientDeveloped BCA enabled S/MIME E-Mail Client

based on Novellbased on Novell Groupwise Groupwise, SFL,CML, CPDL, SFL,CML, CPDL



Phase I - Technical Interoperability ProfilePhase I - Technical Interoperability Profile

■■ IETF LDAP V2 Directory SchemaIETF LDAP V2 Directory Schema
■■ RSA/MD5 SignaturesRSA/MD5 Signatures
■■ S/MIME V3 Application Layer SecurityS/MIME V3 Application Layer Security

ProtocolProtocol
■■ X.500 Directory Systems ProtocolX.500 Directory Systems Protocol

ChainingChaining
■■ X.509 Certificates and Revocation ListsX.509 Certificates and Revocation Lists



Available Software ModulesAvailable Software Modules

■■ Certificate Path Development LibraryCertificate Path Development Library
–– Developed by CygnacomDeveloped by Cygnacom

■■ Certificate Management LibraryCertificate Management Library
–– Developed by J.G. Van Dyke and AssociatesDeveloped by J.G. Van Dyke and Associates

■■ S/MIME Freeware LibraryS/MIME Freeware Library
–– Developed by J.G. Van Dyke and AssociatesDeveloped by J.G. Van Dyke and Associates

Application

Cert Mgt Library

Cert Path Dev Lib

S/MIME Freeware Library



Free SoftwareFree Software

■■ Certificate Path Development LibraryCertificate Path Development Library
■■ http://www.http://www.cygnacomcygnacom.com/.com/cplcpl//

■■ Certificate Management LibraryCertificate Management Library
■■ http://www.armadillo.http://www.armadillo.huntsvillehuntsville.al.us/software/.al.us/software/certmgmtcertmgmt/index.html/index.html

■■ S/MIME Freeware LibraryS/MIME Freeware Library
■■ http://www.armadillo.http://www.armadillo.huntsvillehuntsville.al.us/software/.al.us/software/smimesmime/index.html/index.html
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Example SFL Certification
Path Processing

Example SFL CertificationExample SFL Certification
Path ProcessingPath Processing
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Example Entrust Certification
Path Processing - Revocation

Example Entrust CertificationExample Entrust Certification
Path Processing - RevocationPath Processing - Revocation
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Phase I - ResultsPhase I - Results

■■ BCA concept works - at least in the lab!BCA concept works - at least in the lab!
–– Mix of mesh and hierarchical PKIsMix of mesh and hierarchical PKIs
–– Four different CA productsFour different CA products

■■ Certificate paths are successfully builtCertificate paths are successfully built
–– Entrust toolkitEntrust toolkit
–– Certificate Path Development LibraryCertificate Path Development Library

■■ Certificate paths are successfully verifiedCertificate paths are successfully verified
■■ Directory chaining among Border DirectoriesDirectory chaining among Border Directories

can be basis of directory interoperationcan be basis of directory interoperation



Phase I - Lessons LearnedPhase I - Lessons Learned

■■ Ease of integrating required certificate processingEase of integrating required certificate processing
functions varied greatly based on applicationfunctions varied greatly based on application
architecturearchitecture

■■ Directory interoperation can be difficultDirectory interoperation can be difficult
–– Difficult -  but so far, always doableDifficult -  but so far, always doable
–– Cross-vendor chaining requires careful directoryCross-vendor chaining requires careful directory

configurationconfiguration
–– Latent standards implementation errors can surface duringLatent standards implementation errors can surface during

cross-vendor directory integrationcross-vendor directory integration



Phase I - Lessons LearnedPhase I - Lessons Learned

■■ Dominant performance factor:  Directory lookupsDominant performance factor:  Directory lookups
–– Approximate signature verification times “first time” (withoutApproximate signature verification times “first time” (without

caching) 5 - 10 secondscaching) 5 - 10 seconds
–– Once certificate path is cached - about 1 secondOnce certificate path is cached - about 1 second
–– Vast majority of signature verifications will use cachedVast majority of signature verifications will use cached

chainschains

■■ Common error:  setting path length constraints to 1Common error:  setting path length constraints to 1
or 0or 0

■■ Authority Key Identifier - Useful extension, but ifAuthority Key Identifier - Useful extension, but if
clients built based on a specific infrastructure’sclients built based on a specific infrastructure’s
implementation, problems resultimplementation, problems result



Phase I - Lessons Learned -Phase I - Lessons Learned -
Authority Key IdentifierAuthority Key Identifier
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Phase I - Lessons Learned -Phase I - Lessons Learned -
Authority Key IdentifierAuthority Key Identifier
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Phase II - GoalsPhase II - Goals

■■ Build on Phase IBuild on Phase I
■■ Add encryption (Ephemeral/Static DH, 3DES)Add encryption (Ephemeral/Static DH, 3DES)
■■ Add key recoveryAdd key recovery
■■ Add Attribute Certificate based access control - BasedAdd Attribute Certificate based access control - Based

on SDN.801 (Security Policy Agility)on SDN.801 (Security Policy Agility)
■■ Signature Algorithm Agility (RSA/DSS/SHA1/MD5)Signature Algorithm Agility (RSA/DSS/SHA1/MD5)
■■ Client Certificate Policy ProcessingClient Certificate Policy Processing
■■ Name Constraint ProcessingName Constraint Processing
■■ Add Baltimore Technologies CA, ClientAdd Baltimore Technologies CA, Client
■■ Add web application with BCA authentication,Add web application with BCA authentication,

Attribute Certificate access controlAttribute Certificate access control
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Phase  II Demo ArchitecturePhase  II Demo Architecture

S/MIME V3

Bridge CA
[Cygnacom]

Demonstration
PCA [Baltimore]

Eudora
CPDL, CML,
SFL, ACL,

SPYRUS Card

Eudora
CPDL, CML,
SFL, ACL,

SPYRUS Card

MailSecure
CPDL, CML,

SFL, SPYRUS
Card

Chained Directory
System

Attr. Cert, SPIF

Attr. Cert, 
SPIFAttr. Cert, SPIF



CACA

Demonstration
PCA [Spyrus]

Demonstration
CA [Spyrus]

Demonstration
CA [Motorola]

Mesh
Infrastructure
[Entrust]

Demonstration
PCA

[Motorola]

CA Demonstration
CA [Spyrus]

Demonstration
CA [Motorola]

Phase  II Demo ArchitecturePhase  II Demo Architecture
Bridge CA

[Cygnacom]

Demonstration
PCA [Baltimore]

Chained Directory
System

Web Client

Web Server

H
TTP/SSL



SummarySummary

■■ Phase I a success!Phase I a success!
■■ Integration with Federal BCA relatively simpleIntegration with Federal BCA relatively simple
■■ CA product interoperation requires work, but can beCA product interoperation requires work, but can be

done - Not the hardest part of the problemdone - Not the hardest part of the problem
■■ Directory product interoperation difficulty variesDirectory product interoperation difficulty varies

greatly - but can be done - and very effectivelygreatly - but can be done - and very effectively
■■ Clients can be enabled with freely available softwareClients can be enabled with freely available software
■■ Phase II to exercise every feature required for fullyPhase II to exercise every feature required for fully

functional Federal PKIfunctional Federal PKI


